
1. Are There Any Vulnerabilities We
Need To Address Right Now?

This isn’t just about checking boxes. 

Ask:

Is our antivirus up-to-date? Are there
unpatched systems?
Have we had any near misses or red    flags
lately?

2. What’s The Status Of Our
Backups? And Have You Tested Them
Lately?

Backups are like seat belts: You don’t think about
them until you really, really need them.

Ask:

When was the last time you tested a full
restore?
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You Should Be Asking
Your IT Provider Every
Quarter (But Probably
Aren’t)

7 QUESTIONS

Are we using the right backup strategy?
Off-site? Cloud? Hybrid?`

You’d be shocked how many businesses think
they’re backed up…until they’re not.

3. Are All Employees Following
Security Best Practices?

It only takes one team member clicking       
the wrong link to bring the whole          
network down.

Ask:

Have there been any unusual logins or
risky behavior?
Do we need another round of        
phishing training?
Are employees using multifactor
authentication?

Bonus points if your IT provider brings this

☀️ Happy Summer ☀️ 
As the sunshine gets brighter,
we want to wish everyone a
joyful and refreshing summer
season! 🌼 
Whether you're planning a
getaway or simply enjoying the
warm weather, this is also a
great time to revisit those
projects that have been waiting
in the wings.
Summer offers the perfect
opportunity to clear out the
clutter—both in your inbox and
on your to-do list. Let’s take
advantage of the season’s
energy to wrap up lingering
tasks, kick off new initiatives,
and set ourselves up for a
strong second half of the year.
Here’s to progress,
productivity, and plenty of
sunshine! 🌞
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of Lisa Niekamp-
Urwin, CEO and
Founder.

OUR MISSION:

To protect businesses from the
low-life thieves who work
outside the law who hold us
ransom and take our hard
earned money



Are we laggining behind in any security
protocols or performance benchmarks?
What are other businesses our size doing
that we’re not?
Are there any rising threats that we need to
be more cautious of?

Falling behind on emerging trends doesn’t just
slow you down – it leaves you exposed. A great
IT partner will keep you ahead of the curve,
not playing catch-up.

You AREN’T Having These
Conversations? Red Flag.

If your IT provider doesn’t have 
clear answers to these questions – 
or worse, if they aren’t offering to meet 
with you quarterly in the first place – you
might not be getting the support you need.

Technology changes fast. Cyberthreats
move faster. 

You need someone 
who is not just reacting 
when something breaks
 but actively working to 
prevent the break in the 
first place.

Do we need to update policies, software or
training?

Fines for noncompliance aren’t cheap. Stay
ahead of them.

6. What Should We Be Budgeting
For Next Quarter?

Good IT is proactive.

Ask:

Are there any software licenses expiring?
Any equipment nearing the end of its life?
Any upcoming projects we should be
planning for?

This helps you avoid surprise expenses and plan
like a pro.

7. What Trends In IT Or
Cybersecurity Are We Behind On
That Are Making Us Slower Or
More Vulnerable?

Technology doesn’t stand still – and neither   
do cybercriminals. 

Ask:

Are there new tools or best practices we’re
not using yet?

up before you ask. That’s how you know
they’re watching.

4. How Has Our Network
Performance Been? Anything
Slowing Us Down?

Slow systems = slow teams = lost productivity
(and money).

Ask:

Are there any recurring performance issues?
Are we outgrowing our hardware                
or software?
Is there anything we can optimize to speed
things up?

Even small tweaks can make a big difference.

5. Are We Still Compliant With
[HIPAA, PCI-DSS, GDPR, etc.]?

Regulations change. So do the rules about how
you store and protect data.

Ask:

Are we meeting the standards for            
our industry?
Have any requirements changed?
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12 Little-Known Facts Every Business Owner Must Know
About Data Backup And Disaster Recovery

Claim Your FREE Copy Today At www.TomTechToday.com/12-facts

FREE REPORT:

The only way to know for SURE your data can be
recovered if lost, corrupted or deleted – yet fewer than
10% of businesses have this in place.

Seven things you should absolutely demand from any
off-site backup service.

Where many backups fail and give you a false sense
of security.

The #1 cause of data loss that businesses don’t even
think about until their data is erased. 

CARTOON OF
THE MONTH



The Ember Mug 2 is a 
smart, temperature-controlled
mug designed to keep your
beverages at the perfect
temperature. Available in 10 oz and
14 oz sizes, it maintains your chosen
temperature for up to 1.5 hours (10
oz) or 80 minutes (14 oz) on a full
charge, and all day when placed on
its charging coaster. The mug
connects to the Ember app,
allowing you to set your preferred
temperature between 120°F and
145°F, customize presets, and
receive notifications. Its sleek
design features a scratch-resistant
coating and is IPX7 rated, making it
safe for hand washing and
submersion up to 
1 meter.
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EMBER
SMART
MUG 2 

SHINY NEW GADGET
OF THE MONTH

A hacker impersonates you or your
alternate contact.
They send an “urgent” request for money,
passwords or documents.

A coworker, trusting the e-mail, complies.

You return to discover fraud or a breach.

Businesses with traveling executives or sales
teams are especially vulnerable. Admins often
field many requests, handle sensitive tasks 
tasks quickly and may trust a well-crafted 
fake e-mail.

How To Protect Your Business:

1. Keep It Vague

Skip detailed itineraries. Instead, say: “I’m
currently out of the office and will repond
when I return. For immediate assistance,
contact our main office at [info].”

2. Train Your Team

Educate staff never to act on urgent, sensitive
requests based solely on e-mail. Always verify
through another channel like a phone call.

You set it. You forget it. And just like that,
while you’re packing for vacation, your inbox
starts broadcasting:

“I’m out of the office until [date]. For urgent
matters, contact [coworker’s name and e-mail].”

Harmless, right? 

Actually, cybercriminals love these auto-replies.
That simple message gives them valuable intel:
your name, title, when you’re unavailable, who
to contact, internal team structure and
sometimes even travel details.

This provides two major advantages:

Timing – They know you’re unavailable and
less likely to catch suspicious activity.

Targeting – They know who to impersonate
and who to scam.

This sets the stage for a phishing or business e-
mail compromise (BEC) attack. 

How It Happens:

Your auto-reply is sent.

YOUR
VACATION
AUTO-REPLY
MIGHT BE A
HACKER’S
FAVORITE 
E-MAIL

YOUR
VACATION
AUTO-REPLY
MIGHT BE A
HACKER’S
FAVORITE 
E-MAIL

3. Use E-mail Security Tools

Advanced filters, anti-spoofing protections
and domain monitoring reduce
impersonation risks.

4. Enable MFA Everywhere

Multifactor authentication across all accounts
blocks hackers even if passwords are
compromised.

5. Partner With A Proactive 
 IT Provider

An experienced cybersecurity team can detect
suspicious activity early and stop attacks
before they cause serious damage.

https://www.amazon.com/AnkerWork-Speakerphone-Microphone-Cancelling-Adjustable/dp/B0CSBLB3JS?&linkCode=sl1&tag=brighttech0c-20&linkId=5a0f00a3b4a91bc9f1eb27d2150aea0d&language=en_US&ref_=as_li_ss_tl
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If you’re still running Windows 10 on your
business machines, let’s cut to the chase: The
clock is ticking. 

On October 14, 2025, Microsoft is officially
ending support for Windows 10. That means no
more security patches, no more bug fixes and no
more technical support.

But here’s what business owners really need to
understand:

“We’ll Deal With It Later” Is An
Expensive Strategy

We get it – upgrading every machine in        
your business isn’t exactly your idea of a fun
budget item. It feels easy to delay…until
something breaks.

But here’s what procrastination actually costs:

1. You’re Operating Without A 
    Safety Net

Once Microsoft discontinues Windows 10

What Smart Business Owners 
Are Doing Now

They’re getting ahead of the deadline, not just  
by upgrading devices, but by using this  
transition to:

Audit what devices need to go
Streamline tools and software
Tighten up cybersecurity protections
Plan smarter for IT spend in 2025

Don’t Wait Until October To Panic

Waiting until the last minute will cost you more
– in money, stress and missed opportunity. We’re
helping small businesses make the upgrade the
smart way: planned, smooth and optimized for
future growth.

Book a FREE Network Assessment and we’ll
help you identify what needs upgrading, what
can stay and how to build a transition plan that
won’t disrupt your business before the deadline.

THE HIDDEN COST
OF WAITING
Why You Can’t Afford To Delay
Your Windows 10 Upgrade

JULY 2025Technology Times

updates, every new vulnerability becomes your
responsibility.

One breach could cost you thousands – or worse,
your entire business.

2. Software And Hardware
Compatibility Issues

Many business apps, such as accounting tools,
CRMs and industry-specific platforms, are
already phasing out support for Windows 10. 

And it’s not just software. New printers,
peripherals and even security tools may stop
playing nicely with your outdated OS.

3. You’re Risking Compliance
Violations

If your business handles sensitive data or is
subject to regulations (HIPAA, PCI-DSS, etc.),
using unsupported systems could result in fines
or lawsuits.
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